
Qilin Ransomware: Understanding the Growing 
Cyber Threat 

 
On May 20, 2026, the Qilin ransomware group publicly claimed responsibility for a cyberattack 
against Hamer Childs a UK-based chartered accounting and business advisory firm operating at 
hamerchilds.co.uk. The group posted an extortion notice on its dark web leak site indicating that 
sensitive data would be released unless negotiations were initiated. This attack follows Qilin's 
established pattern of targeting professional services firms including two confirmed attacks on 
UK solicitors and legal advisory firms in April and May 2026 alone and confirms that the Qilin 
ransomware threat is actively intensifying against organisations that hold high-value client data: 
financial records, legal matters, and personally sensitive advisory files. 
 
This brief provides FemtoSec's complete Qilin ransomware threat intelligence analysis: who 
Qilin is, how the group operates technically, what the Hamer Childs attack tells us about current 
targeting patterns, and the precise defensive steps that professional services firms, government 
agencies, and regulated enterprises need to take immediately. The Qilin group is not slowing 
down it posted 55 victims in the first weeks of 2026 alone, putting it ahead of its record-setting 
2025 pace. Every organisation that has not hardened its defences against Qilin's known attack 
vectors is a potential next victim. 

https://femtosec.io/threat-intelligence/qilin-ransomware-targets-hamer-childs-solicitors
https://femtosec.io/threat-intelligence/qilin-ransomware-targets-hamer-childs-solicitors
https://femtosec.io/government


What is Qilin ransomware?  
Qilin is a sophisticated Ransomware-as-a-Service operation that first emerged in July 2022 
under the name Agenda. Initially built in Go (Golang) and targeting Windows environments, the 
group rebranded as Qilin by late 2022 and rebuilt its codebase in Rust gaining enhanced 
performance, cross-platform capability, and more sophisticated endpoint detection evasion. In 
December 2023, a Linux variant specifically targeting VMware ESXi environments was 
identified, expanding Qilin's attack surface from Windows endpoints into virtualised server 
infrastructure. By 2025, Qilin had become the most active ransomware group globally by victim 
count—surpassing RansomHub's previous record of 547 victims across all of 2024. 

The Hamer Childs Attack: What We Know 
The Qilin ransomware threat intelligence against Hamer Childs was publicly disclosed on May 
20, 2026, when the group's data leak site posted an extortion notice against the firm. Hamer 
Childs is a chartered accounting and business advisory firm operating out of the UK under the 
domain hamerchilds.co.uk. As a professional services firm handling client financial accounts, tax 
advisory, business valuations, and commercial advisory engagements, the organisation holds 
exactly the type of data that makes it a high-value Qilin target: confidential client financial 
records, corporate transaction data, and personally identifiable information belonging to 
business owners and private clients. 

What data is at risk 
While the specific data volume exfiltrated from Hamer Childs has not been disclosed at the time 
of publication, Qilin's standard double-extortion model means that data exfiltration almost 
certainly preceded encryption. Based on the firm's chartered accounting and advisory focus, the 
categories of data at risk typically include: client financial statements and tax records; corporate 
transaction and due diligence files; business valuation reports; personally identifiable 
information (names, addresses, national insurance numbers, financial account details) of 
individual clients; and potentially sensitive information about clients' business partners and 
counterparties. Professional services firms in the UK are subject to ICO breach notification 
obligations, professional body reporting requirements, and potential client claims arising from 
the disclosure of confidential information. 

Qilin Ransomware Technical Analysis: How the Attack Works 

Initial access vectors 
Qilin affiliates deploy varied initial access techniques depending on the target environment. The 
most consistently observed initial access vectors are phishing (spearphishing attachments 
T1566.001 and spearphishing links T1566.002), exploitation of public-facing applications 
(T1190), and abuse of external remote services—particularly Remote Desktop Protocol (RDP) 
and VPN credential theft. A notable April 2025 incident analysed by Sophos involved a fake 
alert sent to a managed service provider for the ScreenConnect RMM tool, where attackers 

https://femtosec.io/threat-intelligence/qilin-ransomware-targets-hamer-childs-solicitors


phished administrative credentials for ScreenConnect and then launched downstream 
ransomware attacks against the MSP's customers—a supply chain pattern directly relevant to 
any professional services firm using managed IT services. 

Post-exploitation and lateral movement 
Following initial access, Femto Security Qilin affiliates deploy Cobalt Strike beacons for 
command-and-control, use SmokeLoader and a .NET compiled loader called NETXLOADER for 
persistence and payload delivery, employ PsExec and NetExec for remote execution across the 
network, and use WinRM for lateral movement. Crucially, Qilin has been observed stealing 
Google Chrome credentials before triggering encryption—harvesting saved browser passwords, 
session cookies, and autofill data that may contain credentials for cloud services, banking 
platforms, and client portals. The group also abuses Windows Subsystem for Linux (WSL) to 
evade endpoint detection, making conventional Windows-focused EDR detection less reliable. 

Encryption and impact 
Qilin's encryption combines symmetric and asymmetric algorithms: AES-256 and ChaCha20 for 
file encryption, with RSA-4096/2048 protecting the encryption keys. The malware is highly 
configurable—affiliates can choose which processes to kill, which file extensions to target, and 
which systems to prioritise. Before encryption begins, the ransomware actively targets backups: 
VSS shadow copies are deleted using vssadmin.exe, and any reachable backup infrastructure 
is encrypted first, eliminating the fastest recovery path. Ransom notes appear as README.txt 
or qilin_readme.txt across file shares and desktop paths. 

Triple extortion: the 2025–2026 evolution 
In 2025, Qilin added a DDoS capability to its affiliate toolkit—giving it three simultaneous levers 
of pressure: encryption of systems, threatened publication of exfiltrated data on the dark web 
leak site, and volumetric DDoS attacks against victim infrastructure. The group also introduced a 
"Call Lawyer" feature in its negotiation panel that connects victims to legal consultants to 
increase settlement pressure. These additions reflect a deliberate shift toward professionalised, 
multi-vector extortion designed to maximise ransom extraction from every engagement. 

MITRE ATT&CK Mapping: Qilin Ransomware TTPs 

Tactic Technique ID Observable 

Initial 
Access 

Spearphishing attachment T1566.
001 

Malicious email attachments; 
fake vendor alerts 

Initial 
Access 

Spearphishing link T1566.
002 

Credential phishing pages; 
fake login portals 

https://femtosec.io/


Initial 
Access 

Exploit public-facing 
application 

T1190 RDP brute force; VPN 
vulnerability exploitation 

Execution Command and scripting 
interpreter (PowerShell) 

T1059.
001 

PowerShell deployment and 
lateral movement scripts 

Execution Remote Services (PsExec, 
WinRM) 

T1021 PsExec, NetExec, WinRM for 
remote execution 

Persistenc
e 

Boot/logon autostart 
execution 

T1547 Custom DLL injection; registry 
run key modifications 

Defense 
Evasion 

Impair defenses T1562 EDR termination; WSL abuse 
for evasion 

Credential 
Access 

Credentials from web 
browsers 

T1555.
003 

Google Chrome credential 
extraction pre-encryption 

Credential 
Access 

OS credential dumping 
(Mimikatz) 

T1003 Embedded Mimikatz modules 
for LSASS dumping 

Discovery Network service discovery T1046 Internal network mapping; 
domain controller identification 

Collection Archive collected data 
(WinRAR) 

T1560 WinRAR archiving of 
exfiltration payload 

Exfiltration Exfiltration over web 
service 

T1567 easyupload[.]io and similar 
staging sites 

Impact Data encrypted for impact T1486 AES-256/ChaCha20 + 
RSA-4096 hybrid encryption 

Impact Inhibit system recovery T1490 vssadmin.exe delete shadows 
— VSS destruction 

Impact Network denial of service T1498 DDoS capability added 2025 
as third extortion lever 

 



Why Qilin Is Targeting Professional Services: The Threat 
Intelligence Picture 

 
The Hamer Childs attack is not random. Qilin's Qilin ransomware threat targeting in 2026 
reveals a deliberate strategic preference for professional services organisations—particularly 
those in legal, accounting, and financial advisory sectors. Understanding the attacker's logic is 
essential for organisations in adjacent sectors to assess their own risk. 

●​ High-value confidential data as leverage: Law firms and accounting practices hold 
client data that cannot be replaced and cannot be disclosed without catastrophic 
consequences for the firm's reputation, client relationships, and professional standing. 
This makes the threat of publication uniquely coercive—more so than for a manufacturer 
or retailer of comparable size. 

●​ Professional indemnity insurance funding ransoms: Professional services firms 
typically carry professional indemnity insurance that may cover ransom payments. Qilin 
affiliates are sophisticated enough to identify insured targets and calibrate ransom 
demands accordingly—knowing that an insured firm has a lower practical threshold for 
paying than an uninsured one. 

●​ Under-resourced IT security: Mid-sized professional services firms frequently operate 
with small IT teams and no dedicated security function. Legacy systems, unpatched 
remote access infrastructure, and weak multi-factor authentication are common 
vulnerabilities. Qilin affiliates can leverage vulnerability assessments of internet-facing 

https://femtosec.io/services/vulnerability-assessments


infrastructure conducted by their own reconnaissance tools before committing to an 
attack. 

●​ Regulatory notification obligations increase pressure: UK-based firms are subject to 
ICO breach notification within 72 hours of becoming aware of a personal data breach. 
The threat of having to notify clients and regulators—even without a ransom 
payment—creates additional pressure to negotiate quietly and quickly. 

●​ Third-party data multiplies leverage: A single accounting firm's breach may expose 
the confidential financial data of dozens of corporate clients. Qilin can threaten to notify 
those clients directly—or post industry-specific data that allows counterparties to identify 
the affected businesses—creating reputational damage that extends far beyond the 
direct victim. 

Defending Against Qilin: Immediate and Strategic Actions 
Defending against the Qilin ransomware attack vector requires action across multiple layers 
simultaneously. The following mitigation recommendations are drawn from CISA guidance, 
Sophos incident response analysis, and FemtoSec's own defensive playbook—prioritised by the 
attack stages Qilin affiliates consistently exploit. 

Dark Web Monitoring 
Detect credential leaks, Qilin affiliate chatter, and data staging activity before encryption. 
Highest-priority immediate action for any firm in a currently-targeted sector. 24/7 alerting 
enables response within the attacker's dwell time window. 

Penetration Testing 
Identify the RDP, VPN, and public-facing application vulnerabilities that Qilin affiliates exploit for 
initial access before attackers do. Validates MFA enforcement, credential policies, and remote 
access security controls. 

Vulnerability Assessments 
Continuous identification and remediation tracking of exploitable weaknesses—particularly in 
public-facing infrastructure, remote access systems, and unpatched applications that Qilin 
affiliates actively scan for. 

Attack Surface Management 
Live inventory of every externally reachable asset—catching forgotten RDP ports, shadow IT, 
and unprotected remote access endpoints that Qilin reconnaissance tools discover and exploit 
for initial access. 

https://femtosec.io/services/dark-web-monitoring
https://femtosec.io/services/penetration-testing
https://femtosec.io/services/vulnerability-assessments
https://femtosec.io/services/attack-surface-management


Security Awareness Training 
Phishing is Qilin's primary initial access vector. Role-specific phishing simulations and credential 
hygiene training directly reduce the success rate of the spearphishing attacks that led to the 
Hamer Childs compromise. 

Red Teaming 
Full-scope adversarial simulation that replicates Qilin's complete kill chain initial phishing 
through lateral movement, credential dumping, and data staging—validating whether your 
detection and response capabilities would identify the attack before encryption. 

Immediate technical hardening checklist 
●​ Enforce MFA on all remote access—RDP, VPN, and any remote management tools 

(ScreenConnect, AnyDesk, TeamViewer) 
●​ Disable RDP on internet-facing systems unless absolutely required; restrict to VPN-only 

access 
●​ Audit and restrict Chrome credential storage on corporate devices; enforce browser 

policy preventing password saving to local profiles 
●​ Enable PowerShell logging (Script Block Logging, Module Logging) and alert on 

base64-encoded commands 
●​ Implement VSS deletion monitoring—alert immediately on vssadmin.exe delete shadows 

execution 
●​ Segment backup infrastructure from primary network; test offline restoration from 

air-gapped backups 
●​ Block outbound connections to known Qilin exfiltration staging sites (easyupload.io) at 

the firewall 
●​ Restrict WSL on non-developer endpoints where legitimate use is not required 
●​ Review and minimise all MSP and third-party remote access—apply least-privilege to all 

remote management tools 
●​ Activate dark web monitoring to receive alerts if credentials appear in breach markets 

before Qilin deploys them for initial access 
 
For organisations operating in regulated sectors under VARA, CBUAE, or NESA/DESC 
frameworks, a Qilin ransomware incident triggers mandatory breach notification obligations. 
VARA requires cybersecurity breach reporting within 24 hours of detection. UK organisations 
face ICO notification within 72 hours. Building incident response procedures and testing them 
through red team exercises before an incident occurs is the difference between a managed 
response and a compliance crisis layered on top of a security crisis. FemtoSec's cybersecurity 
compliance services Dubai and ISO 27001 certification services both embed incident response 
planning as a core programme deliverable not an afterthought. 

https://femtosec.io/services/security-awareness
https://femtosec.io/services/red-teaming
https://femtosec.io/services/dark-web-monitoring
https://femtosec.io/blog/vara-cybersecurity-compliance-services-the-complete-security-framework-for-dubai-s-virtual-asset-ecosystem
https://femtosec.io/blog/vara-cybersecurity-compliance-services-the-complete-security-framework-for-dubai-s-virtual-asset-ecosystem
https://femtosec.io/blog/iso-27001-deep-dive-building-a-resilient-isms-for-real-world-security


Frequently Asked Questions (FAQs) 

1. What is Qilin Ransomware? 
Qilin Ransomware is a sophisticated ransomware threat that encrypts files, steals sensitive 
data, and uses double extortion tactics to pressure organizations into paying ransom demands. 

2. How does Qilin Ransomware attack organizations? 
Qilin Ransomware typically spreads through phishing emails, malicious attachments, 
compromised credentials, software vulnerabilities, and unauthorized remote access to 
enterprise systems. 

3. What industries are targeted by Qilin Ransomware? 
Qilin Ransomware targets multiple industries including healthcare, finance, government, 
manufacturing, logistics, education, and critical infrastructure organizations. 

4. What is double extortion in Qilin Ransomware attacks? 
Double extortion involves encrypting an organization’s files while also stealing sensitive data. 
Attackers threaten to leak stolen information publicly if the ransom is not paid. 

5. What are common signs of a Qilin Ransomware infection? 
Common indicators include: 

●​ Unusual file encryption 
●​ Ransom notes appearing on systems 
●​ Unauthorized account activity 
●​ Sudden network disruptions 
●​ Suspicious outbound traffic 
●​ Disabled security tools 
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